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1. Proposal
This document proposes a solution to Key Issue #1: Discovery of Edge Application Server. This solution focuses on ARF (which is also named as LDNSR during the discussion) forwarding the DNS message to L-DNS within the service area of the local DN. The details of this solution are presented below, as part of the proposed changes to TR 23.748.

***** START OF CHANGES *****
6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	Solutions
	Key Issues

	
	1
	2
	3
	5

	#1: Provisioning URSP configuration to the UE to establish PDU Sessions for edge applications
	X
	
	
	

	#2: Local DNS based edge server address discovery
	X
	
	
	

	#3: DNS AF
	X
	
	
	

	#4: Providing the DNS authoritative server with IP addressing information about where the UE is located
	X
	
	
	

	#5: Server Discovery using DNS, IP Routing and URSP
	X
	
	
	

	#6: Discovery of EAS based on DNS
	X
	
	
	

	#7: SMF/I-SMF selection based on DNAI
	X
	
	
	

	#X: Edge Application Server discovery using an Address Resolution Function
	X
	
	
	


* * * * 2nd Change (all new)* * * *
6.X
Solution #X: Edge Application Server discovery using an Address Resolution Function
6.X.1
Description
The principle of this solution is shown in Figure 6.X.1-1 below.
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Figure 6.X.1-1
An Address Resolution Function (ARF) is deployed, which operates as a DNS Server/Proxy and receives all DNS queries from the UE via the user plane. The ARF determines the location of the UE via a control-plane interface with 5GC and forwards a received DNS query to a DNS server based on the determined UE location. For example, if the UE is determined to be inside the Local Data Network-2 (L-DN-2) Service Area, all DNS queries of the UE are forwarded to the L-DN-2 DNS Server. If the UE is determined to be outside of any L-DN Service Area, all DNS queries of the UE are forwarded to a Cloud DNS Server. 
Each DNS Server in an L-DN can resolve the hostnames for all Edge Application Servers supported in this L-DN. The Cloud DNS Server can resolve the hostnames for all Application Servers deployed in the cloud (e.g. on the Internet). For this purpose, the Cloud DNS Server applies recursive DNS resolution and communicates with additional DNS servers on the Internet.

Instead of forwarding the received DNS queries to a DNS server, the ARF may be configured with the FQDNs and IP addresses of the Application Servers deployed in all or some L-DNs. In this case, the ARF does not forward a received DNS query to another DNS server, but may respond itself to a DNS query should the ARF possesses the necessary information.
Although the ARF is shown outside 5GC, it can be deployed as a function inside 5GC.

The details of the solution are specified in the next clause.
6.X.2
Procedures

The solution is based on the procedure depicted in Figure 6.X.2-1 and enables the 5G network 
a)
to detect when a UE attempts to discover the IP address of an Application Server and to provide to UE the IP address of the physically closest Application Server (i.e. of an Application Server located in an local Data Network (L-DN)); and

b)
to insert a local UPF (operating as BP/ULCL and PSA) to the data path after the IP address of an Application Server located in an L-DN is provided to UE.

[image: image2.emf]Edge Application 

Server

Application Client

UE

Edge Data Network (EDN)

NEF

Lower 

layers

8a. Application Client requests 

the IP address of app server.

Provides requested FQDN.

13. User-plane communication takes place between the Application Client 

in UE and Edge Application Server (IP = a.b.c.d) via the local UPF.

8b. DNS Query (FQDN) –over the user plane

AMF SMF PCF

5G Core Network

UPF

9. DNS Query (FQDN) --iterative query

12. SMF inserts a 

local UPF which 

routes all traffic 

from UE to IP 

a.b.d.cvia DNAI-2.

EDN 

DNS

Server

10a. DNS Reply (Answer: IP = a.b.c.d)

UDR

PCC

rules

2. PDU Session Establishment

PCC Rule:

SDF filter (Direction: UL; Dest. IP = a.b.c.d)

QoS policy

Traffic Control (route to DNAI-2)

...

Select UPF

IP = a.b.c.d

6a. UE enters the EDN 

Service Area

10b. DNS Reply (Answer: IP = a.b.c.d)

IP = a.b.c.d

ARF

7. Determine that UE 

enters the EDN Service 

Area. Subsequent DNS 

queries are forwarded to 

EDN DNS Server.

11a. Policy Authorization

Create Req.

(Traffic Filter: Direction: UL; 

Dest. IP = a.b.c.d, 

Route to: DNAI-2)

11b.

PCC

rule

3. Create UE Context req.

(UE IP address, UE Identity) 

4. Subscribe to event 

“UE IP address change”

5. Monitor Location (UE Identity) 

OK 

The DNS Server address sent to 

UE by SMF, is the ARF address

Subscription created

Created 

CASE A

CASE B

10. DNS Reply (No Answer)

12. DNS Reply (Answer: IP = e.f.g.h)

IP = e.f.g.h

Local

UPF

11. Retrieve the 

IP@ by querying a 

cloud DNS server 

or its own cache.

Cloud Application 

Server

IP = e.f.g.h

Edge Data Network 

Configuration Server

0. ARF retrieves EDN info, e.g. EDN Service Area, DNAI, DNS Server address, etc.

1. 5G Registration

6b. Notify (UE Location)

13. User-plane communication takes place between the Application Client 

in UE and Cloud Application Server (IP = e.f.g.h) via the central UPF.

11c. Policy Authorization 

Create Res.

Figure 6.X.2-1
0.
The ARF possesses information about the L-DNs deployed in the 5G network. This information may be received from an EDN Configuration Server (EDN CS), as the one defined by SA6 in 3GPP TR 23.758, or may be received from the Operations, Administration and Management (OAM) system, or may be configured in the ARF via other means. 


The information in the ARF about an L-DN includes the L-DN Service Area, the address of the L-DN DNS Server, the Data Network Access Identifier (DNAI) associated with the L-DN, etc. The information in the ARF about an L-DN may also contain the FQDNs and IP addresses of the Application Servers deployed in this L-DN (so, the ARF can operate also as an L-DN DNS server). This case can be especially useful when the L-DNs and the ARF are operated by the same network operator. 

1.
The UE performs a normal 5G registration to register with the 5G network.

2.
The UE requests the establishment of a PDU Session, e.g. in order to access the Internet via the 5G network. 

The SMF selects an ARF as the DNS server for this PDU Session and provides to UE the address of this ARF as the address of the DNS server. The SMF may decide to select an ARF as a DNS Server for this PDU Session because the UE subscription data indicates that the UE is allowed to access edge computing services via this PDU Session. UE is configured with a DNS server as the selected ARF during PDU session establishment by SMF via PCO. The SMF may not select an ARF as a DNS server for the PDU Session when, for example, the PDU Session is used to access IMS services and the IMS functions are deployed outside of an EDN.

In this step, the SMF selects the UPF/PSA of the PDU Session (called the central UPF) that provides access to an external Data Network (DN), such as the Internet. The SMF may receive PCC rules from PCF which indicate that some traffic of the UE should be routed to an L-DN via a local UPF, not via the central UPF. However, the SMF does not insert a local UPF to the data path of the PDU Session because the SMF does not know if the UE will later initiate traffic that should be routed to an L-DN.

3.
After the SMF knows the IP address assigned to UE for the PDU Session (e.g. after responding to a DHCPv4 request from the UE, or after receiving a Neighbor Solicitation including the IPv6 address of the UE as part of a Duplicate Address Detection procedure), the SMF provides to the selected ARF the UE’s IP address and the UE’s identity (e.g. SUPI or external identifier). This UE identity enables the ARF to monitor the UE’s location (see step 5 below). 

4.
The ARF subscribes with SMF for receiving the new IP address of the UE, in case this IP address changes later. This enables the ARF to always have the correct IP address of the UE.

5.
The ARF initiates the monitoring of UE’s location either 1) by subscribing with NEF for location monitoring events and receiving location reports for this UE or 2) by utilizing the location services (LCS) of the 5GS and contacting directly the Gateway Mobile Location Centre (GMLC) via the Le reference point. 


From the received location reports and from the L-DN information received in step 0, the ARF can determine if the UE is located inside an L-DN Service Area or not. Initially, it is assumed that the UE is not located in an L-DN Service Area. Therefore, every DNS query received by ARF from the UE is forwarded to the Cloud DNS Server.

6.
The UE moves to a new location and enters an L-DN Service Area. This is identified by the ARF e.g. after receiving a location report from NEF.

7.
The ARF determines that the UE is now located inside an L-DN Service Area and it is configured to forward subsequent DNS queries from the UE to the L-DN DNS Server (not to the Cloud DNS Server).

8.
An Application Client in the UE wants to start communication with an Application Server with a hostname (or FQDN) app1.example.com. To resolve the hostname into an IP address, the UE sends a DNS query including the FQDN. This DNS query is sent to the ARF via the UPF.

9.
Since the ARF has determined that the UE is located inside an L-DN Service Area, the ARF (operating as a DNS resolver) forwards the DNS query to the L-DN DNS server.


If the ARF contains the FQDNs and IP addresses of the Application Servers deployed in L-DNs, the ARF may resolve locally the hostname/FQDN into an IP address and can return the IP address to the UE itself, instead of forwarding the DNS query to the L-DN DNS server.

CASE A: The L-DN DNS Server provides an IP address
10.
The L-DN DNS server resolves the FQDN into the IP address "a.b.c.d" and sends a DNS Reply to ARF, which forwards the DNS Reply to UE. The DNS Reply from the L-DN DNS server indicates that there is an Application Server in the L-DN identified by the requested FQDN/hostname. The ARF forwards the DNS Reply back to the UE.
11.
The ARF triggers the 5G core network to insert a local UPF in the PDU Session data path that provides local access to the L-DN and will route the traffic between the Application Client in the UE and the Application Server in the L-DN (the Edge Application Server). For this purpose, the ARF sends a Policy Authorization Create request to PCF indicating that the uplink traffic (sent from UE) to the destination IP address "a.b.c.d" should be routed via a certain DNAI (e.g. DNAI-2). The PCF creates an associated PCC rule and sends a notification to SMF including this PCC rule.
12.
The SMF selects a local UPF that can provide access via DNAI-2 and configures this UPF to route the uplink traffic (sent from UE) to the destination IP address "a.b.c.d" via DNAI-2. All other traffic is routed by the local UPF to the central UPF. 

NOTE 1: 
Later, when the ARF determines that the UE exits the L-DN Service Area, the ARF can send a Policy Authorization Delete request to PCF, which can delete the associated PCC rule and inform the SMF. This can trigger the SMF to remove the local UPF from the data path of the PDU Session.

13.
At this point, user-plane communication takes place between the Application Client in the UE and the edge Application Server in the EDNL-DN via the local UPF.

NOTE 2: 
The ARF may send the DNS Reply to UE, not in step 10b, but after step 11c when the 5G core has initiated the insertion of the local UPF in the data path.

CASE B: The L-DN DNS Server does not provide an IP address
10. The L-DN DNS server cannot resolve the FQDN into an IP address because there is no Application Server in the L-DN identified by the provided FQDN. Therefore, the L-DN DNS server responds with a DNS Reply containing no answer (no IP address).

11.
The ARF forwards the DNS query to a cloud DNS server or resolves the FQDN by using its own DNS information. As a result, the FQDN is resolved to the IP address "e.f.g.h".

12.
The ARF sends the DNS Reply to UE.

13. At this point, user-plane communication takes place between the Application Client in the UE and the cloud Application Server via the central UPF.

When the PDU Session is released, the SMF sends to the ARF a message to delete the UE context created in step 3 and, thus, to stop monitoring the location of this UE (unless the same UE has other active PDU Sessions associated with this ARF).
6.X.3
Impacts on Existing Nodes and Functionality
This solution has no impact on the UE and no impact on the DNS protocol.
SMF impact: The SMF needs to select an ARF as the DNS server for a PDU Session and to provide to UE the address of this ARF as the address of the DNS server. Also, the SMF needs to provide to ARF the UE's identity and the UE's IP address, as shown in step 3 of Figure 6.X.2-1.
Editor's note: Additional impacts on existing 3GPP nodes and functional elements are FFS.
***** END OF CHANGES *****
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